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1. Mathematical Framework

Finite Degradation Structures (FDS) are the most general mathematical framework of combinatorial
reliability/safety models such as fault trees, reliability block diagrams, etc.

Combinatorial models: describe the state of the system as a combination of the states of its

components or subsystems.

System.state = Function(C1.state, C2.state, ..., Cn.state)

States of system and components can be seen as variables taking their values into finite domains.
The type of the function depends on the domain of variables.
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1. Mathematical Framework

More precisely, FDS extend the fault tree analysis (FTA) from Boolean systems into multi-state systems.
FDS generalize formally almost all the notions used in FTA, including:

FTA FDS
Extended

v

Basic events
Top/intermediate events
Logic gates

State variables
Flow variables
Multi-valued operators

v

v

% Modeling
1 : A - Extended - -
= = o A = Probability of top event " Probability of each state
P~ ++ Minimal path sets » Maximal scenarios
g A A A Minimal cutsets » Minimal scenarios
L D DA & & Assessment
] A A J A
-'17..;'!\ ..‘.CZ:.‘I‘.Z'. l— J;";'f. 1 | I |
Boolean Multi-state systems
systems Boolean
Formal systems

generalization
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1. Mathematical Framework

FDS are mathematically meet-semi-lattices equipped with probability measure.

A meet-semi-lattice is a triple (0,C, 1) s.t.

« 0is a finite set State space
« LCis a partial order defined over 6 Degradation order among states
« Lis the least element in © with respect to = Least degraded state

Example. Boolean component, can be either working (W) or failed (F)

FTA A Basic event
@) Boolean variable A, valued in the set {0,1}

- Modeled by replacy F

State variable

A valued in the FDS named as WF  --------- > gredgergg;t'on
FDS WEF is the triple: ({W,F},W = F,W)
1 > 3
W

"W is less degraded than F”
(Hasse diagram)



2. Modeling Components

Example. Three-state component

FTA

A=D A=F
O O O

Working (W)
Degraded (D)
Failed (F)

There is no difference between
component A and B, except the
name of states.

FDS

valued in the FDS

F
A [L
|
named WDF W

There is a structural difference between A and B.

This difference impacts on the performance of

- B=W B=Fo B=Fc

Working (W) Q Q Q

Failed to open (Fo)
Failed to close (Fc)

the system made by A and B.

B Fo Fc
valued in the FDS \/
named WFoFc

W
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2. Modeling Components

Example. Three-state component

FTA

FDS

A

A=D A=F
O O O

Working (W)
Degraded (D)
Failed (F)

There is no difference between
component A and B, except the
name of states.

- B=W B=Fo B=Fc

Working (W) Q Q Q

Failed to open (Fo)
Failed to close (Fc)

valued in the FDS
named WDF

B

valued in the FDS
named WFoFc

e

:' F F Closed
: | |

i [‘) W Half-
: ‘ | open
W o cper

__________________________________________

Similar situations
Similar structures
Similar performances?

Fo Fc Safe Dangerous Detected Undetected
failure failure failure failure
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{
<
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3. Modeling Systems

Example. Series composition of three-state components

FTA
Working (W) Working (W)
Degraded (D) Degraded (D)
Failed (F) Failed (F)
Series operator AD ﬂl
N
v |W|[D]|F
W|D|F | |
Al D|D D|F Al=W A1=D A2=W A2=D Al1=F A2=F
FIF F F @) O O O O O

(Sys=W) := WW
(Sys=D) := WD + DW + DD
(Sys=F) := WF +DF + FF + FD + FW

Valuation table



3. Modeling Systems

Example. Series composition of three-state components

FDS
-—- Sys := V(A1l A2) F T ;
Sys | VaIuation;\deﬁn\ed by the operation v
Working (W) Working (W) D «.
Degraded (D) Degraded (D) | AN \
Failed (F) Failed (F) W o« \\\ FF
\\\ \\\\ /\
Series operator A2 N . DF FD
\ /\/\
™~ v {W|[D]|F \ \\
wlp I F . . i WF\l DD FW
| | L T~ T~
F \
Al D|D D|F ; | b @ b =. WD DW
FIF F F D D | | N
| A1 A2 | W W \\\ \/
W Seal
Valuation table W WW

Monoidal product
on FDSs



4. Assessing Models

Most highlighted contribution of FDS --- Critical scenarios for multi-state systems

« | Minimal scenarios

Extended from
. least degraded state(s) that the system enters into an undesired state  ~ minimal cutsets
« |Maximal scenarios|: most degraded state(s) that the system still remains in an optimal state ~ minimal path sets

F oo
| Valuations defined by the operation v
D <~~\\ \\\
| e
W “‘\ \\\ I F I
Y . DF FD . ,
\ \ Maximal scenarios | Least upper bounds
\‘ \\
. ‘ . | WF'| |DD FW
‘ - . . .
| | v w Minimal scenarios | Greatest lower bounds
| | Nomm— =
Y W =7



4. Assessing Models

Extended decision diagram
for assessing multi-state models built on FDSs

Terminal nodes: valuation results from different paths
Internal nodes: labeled with variables

else-edge

Otherwise, ...
if-edge

then-edge

If A=W, then...

A
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5. Case study

Example. HIPPS (High Integrity Pressure Protection Systems)

Logic solvers

Sensors

.y:'q. Lpepep .

Protected section [ R
Valves

Components: S1, S2, S3, LS1, LS2, V1, V2

whose valuation domains are customized FDSs

EN Fa|led—_
dangerously -

. undetected
Failed-safely <

Fs Fdd

S\ A Failed-
- dangerously

W -detected

Operators
Series | W Fs Fdd | Fdu Parallel | W Fs Fdd | Fdu
w w Fs Fdd | Fdu wW w Fs w w
Fs Fs Fs Fdd | Fdd Fs Fs Fs Fs Fs
Fdd Fdd | Fs Fdd | Fdd Fdd w Fs Fdd | Fdu
Fdu Fdu | Fs Fdd | Fdu Fdu w Fs Fdu | Fdu

Formulate the model of the system

SafetyChannell := Series(Series(S1,LS1),V1)
SafetyChannel2 :
SensorGroup := Parallel(S2,S3)
ValveGroup := Parallel(V1i,V2)
System := Parallel(Safetychannell,SafetyChannel2)

Series(Series(SensorGroup,LS2),ValveGroup)



5. Case study

Example. HIPPS (High Integrity Pressure Protection Systems)

1. Probabilistic results

States probabllltles for System

2. Critical scenarios

(made up of state combinations of the 7 components)

{(W, W, W, Fyu., Fy, Fid, Fau),

W, H W F Fy, Fuya, Fy),

W, W, W, Fo, Fyy, Flag Fau ),

W W W, Fa Faws Fag, Fau ),
du . -'l-['dr..l‘: -'F:ffu-. H"’.- I_“deu W, 1'1,) s
e : r :'M: Fawy Fau, ”’- W, H,) 5
s -'P:*Id: 1'1'!\ I"1" -'Hfu ? H'!\ deu)-.
s B, W, Fay, W W F ),

-'F -"—Ldr..l’ W, W, -"—Ld'r: W, f"r..fu) }

(
(
(
(E
(F
(F.
(F
(

{(W, W, Fau, W, W, W, Fy),
(W, H g W H_f‘,;d_ W,

[“ W, f‘d’u f‘d’d: -HM: “ H)"
[“ F i1 H F, el s F ‘f.!' ut W, H)"
[ dr.!' H F s r :‘M: “ H)"
[ del W, H F, et s F ‘f.!' us W, H)"
[ el ”’ H’ F s F :ffd: “‘ H’)"
(Figu, W, W, W, W, Fyq, W),

[ dus W W Fyg, Fyg, W, H) }'

Maximal scenarios

Minimal scenarios

100 "__ ________
//’ 7W
I[ ***** Fs
. Fdd
10—2 Fdu| J
Step 4.
Assessment
107 )
108
108 ‘ : ‘ :
0 2000 4000 6000 8000

Time (hours)

that the system is still in
the working state W

16/170/47

that the system is failed
into Fdu state

9/316/47

# of Critical/mapped/total scenarios

13



6. Conclusion

« FDS unify Boolean and multi-state combinatorial models into one framework, from both
theoretical and practical point of view.

Multi-state systems
.
SystemS Boolean
Formal systems

eneralization
FTA g

FDSs

« In particular, FDS make it possible to generalize (and to revisit) the central notion of minimal
cutsets.

« FDS also provide interfaces with systems architectural decompositions (to synchronize with the
system design), ...
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