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Abstract

The COVID-19 pandemic has caught many nations by surprise and has already caused

millions of infections and hundreds of thousands of deaths worldwide. It has also

exposed a deep crisis in modeling and exposed a lack of systems thinking by focusing

mainly on only the short term and thinking of this event as only a health crisis. In this

paper, authors from several of the key countries involved inCOVID-19 propose a holis-

tic systems model that views the problem from a perspective of human society includ-

ing the natural environment, human population, health system, and economic system.

We model the crisis theoretically as a feedback control problem with delay, and par-

tial controllability and observability. Using a quantitative model of the human popula-

tion allows us to test different assumptions such as detection threshold, delay to take

action, fraction of the population infected, effectiveness and length of confinement

strategies, and impact of earlier lifting of social distancing restrictions. Each conceptual

scenario is subject to 1000+ Monte-Carlo simulations and yields both expected and

surprising results. For example, we demonstrate through computational experiments

thatmaintaining strict confinement policies for longer than60daysmay indeedbe able

to suppress lethality below1%and yield the best health outcomes, but cause economic

damages due to lost work that could turn out to be counterproductive in the long term.

We conclude by proposing a hierarchical Computerized, Command, Control, and Com-

munications (C4) information system and enterprise architecture for COVID-19 with

real-timemeasurements and control actions taken at each level.
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1 INTRODUCTION

TheCOVID-19crisis (seeRefs. 1 and2) tookmanyby surprise.Globally,

most of the nations were underprepared. Moreover, they reacted in

quitedifferentwayswhen thepandemicunfolded, as it canbeobserved

by the various dynamics per country in terms of confirmed deaths

due to COVID-19 per million inhabitants (see Refs. 3, 4, and 5 and

Figure 1). In this paper, we argue that one of the root causes of this

unpreparedness and difference in reaction is due to the lack of con-

ceptual andmethodological tools to think about the crisis as a complex

system which led the global community to use inadequate modeling

approaches.Weadvocate that systems engineering is a first-in-class can-

didate to provide such tools. The COVID-19 crisis should be seen as a

control problem with delay and uncertainty that requires a model-based

agile andmultilayered systems engineering approach.

The COVID-19 crisis has a striking extent, both in time and space.

It is going to have impact during an unknown, but probably prolonged

period of 18 months or longer, affecting all activities on Earth, which
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F IGURE 1 Confirmed deaths per million people as of July 21, 2020

makes it a systemic crisis and not only a pure health crisis. The clos-

est analog we have at a global scale is the H1N1 influenza pandemic of

1917-1919 (“Spanish flu”) which killed between 17 and 50million peo-

ple worldwide.6 Thus, handling the current COVID-19 crisis requires a

holistic approach taking into consideration an extremely complex sys-

tem, ie., society as a whole.

Another important aspect of the COVID-19 crisis is that the pan-

demic propagation has been very fast, thus demanding rapid decision-

making.Moreover, andwe think that this is a structuring feature of this

crisis, the incubation time of the disease introduces a delay—that has

been estimated as being up to twoweeks according to epidemiologists

(Refs. 7, 8, or 9)—between the implementationof countermeasures and

the observation of their effects. This is compounded by the fact that

a significant fraction of the virus carriers appear to be asymptomatic,

causing a large difference between the numbers of actual cases and of

known or confirmed cases (see Refs. 1, 3, or 5). This explains why the

problem of monitoring the COVID-19 crisis can be seen as a control-

theoretic problem with delay in the feedback loop used to stabilize

the situation in addition to the problem of low or only partial observ-

ability of the true system states. We shall elaborate further on this

point.

From a system-theoretic perspective, the above characteristics

raise several difficult problems. The first one, which is rather expected,

regards scalability: can our current systems engineering and modeling

methods (cf. for instance, Refs. 10–16, or 17) be extended to a system,

ormore precisely a system-of-systems (cf. Ref. 18 or 19), as large and as

complex as human society as a whole? This question is clearly not easy

to solve and appears moreover poorly addressed by the only known

models of such scope, ie., the so-calledWorld models, based on gener-

alized Volterra equations, that followed the seminal work of Forrester

in the 1970s (see Refs. 20, 21, and 22).

A second problem is caused by the emergence of local and partial solu-

tions which is significant since the COVID-19 crisis impacts all sectors

of society, including themedical, financial, transportation, manufactur-

ing, and overall economic systems. Society therefore needs fast and

innovative solutions in order tomitigate asmuch as possible the conse-

quences of the crisis. Time pressure favors local and partial solutions,

but also a strong coordination among actors in order to avoid con-

tradictory strategies. A central question is therefore how to favor the

emergence of bottom-up local actions while, at the same time, ensur-

ing top-down monitoring and coordination of such actions, with short

feedback loops. This calls for an agile approach (see Refs. 23, 24, or 25)

to the global COVID-19 crisis.

Stating the above problems,wemade a clear choice in this paper:we

do strongly believe in the use of models, andmore precisely of systemic

models to think through and manage the crisis. Models as we consider

them here are, however, not Platonic ideals, but observational models

which rely on the observation of the reality of the COVID-19 crisis,

including the effects of the decisions made based on them. Such mod-

els are intended to capture the systemic nature of the crisis in order to

achieve a better understanding of the situation and to allow a better

communication among stakeholders. In that respect, models have two

main roles: first, the concrete calculationof keyperformance indicators

to support the decision-making process through experiments in silico;

and a second more metaphorical one, to help us think better about the

dynamic evolution of the systems at stake.
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The remainder of this paper is organized as follows. In Section 2, we

discuss which systemicmodels may support better management of the

COVID-19 crisis. Then, in Section 3, we advocate for an agile approach

for crisis management. Section 4 completes the paper with several

recommendations.

2 FROM THE CRISIS OF MODELS TO THE
MODELS OF CRISIS

2.1 Beyond the COVID-19 crisis: A crisis of
models

The general impression which emerges from the large and rapidly

expanding literature dedicated to the COVID-19 pandemic is that this

crisis was first and foremost analyzed as primarily a health crisis (cf.

Ref. 26 or 2). Economic impacts of the crisis were of course quickly

understood, but, as far as we could observe, they were rather consid-

ered as an inevitable consequence of the health crisis that has to be

managed as a second priority.27 However, the aggressive mitigation

measures that were set up in many countries were and are at the same

time quite efficient from a health-preservation point of view (see, for

instance, Ref. 28 or 29) and highly inefficient from an economical perspec-

tive due to their global economic impact on all of society (see Ref. 30 or

31). In this matter, there is—to the best of our knowledge—no rational

discussion in the scientific literature on what could be the best trade-

off for jointly minimizing both the health impact and the economic impact

of the COVID-19 crisis. Perhaps the biggest ethical issue around such

trade-offs is that it would require placing an explicit economic value on

human lives, as discussed for instance in Ref. 32. This is something that

no national or regional government in the world has apparently been

willing to do.

Moreover, what shall one do if the health crisis remains endemic in

the near futurewhich is oneof the possible scenarios (cf. Section 2.2.2)?

As one can see, thinking from a global rather than a purely local per-

spective can deeply change the way one addresses the crisis and its

consequences.

This situation is probably the consequence of the fact that the crisis

ismainlyobservedondaily basis, through for instance thedailyCOVID-

19 reports provided by the World Health Organization,5 by other

institutions,3 and by each local government, leading to a rather short-

term vision of the crisis. However, changing the time scale of obser-

vation gives us immediately a totally different point-of-view on the

COVID-19 crisis. If we are, for instance, observing the crisis at the time

step of a quarter of a year (three months), it becomes almost instan-

taneous and can be considered as an event—in the classical meaning

of synchronous modeling33—without any duration. Thus, the choice of

time step and sampling frequency is critical as it is for any control sys-

tem. This perspective change forces us to think what could be the next

state of the system under observation, ie, human society, which may

be on its way toward a deep economic crisis, at least in Western coun-

tries. Continuing the analysis at the same coarse time scale, a possi-

ble catastrophic evolution scenario would be a financial crisis result-

F IGURE 2 A possible catastrophic scenario that could result from
the initial COVID-19 health crisis

ing with some delay from an economic crisis initiated by the health cri-

sis, thus generating the specter of a deep and prolonged recession, as

pointed out as a possibility by some economists (Ref. 27 or 31). More-

over, this situation could then also lead tomore “classical” health crises

in the future (see Figure 2) due to the two-sided coupled interaction

between the public health system and the economic system.

In such a catastrophic future scenario, extending the duration of

people’s confinement in Western countries in order to minimize the

short-term health impact during the initial crisis could, for instance,

result in deeply debilitating the health of more or less the same popu-

lation in themid- to long-term future. Such a possible paradox is typical

in optimal control theorywhere the optimal trajectory of any nonlinear

system can never be obtained through local optimizations alone.34 In

order to take into account and to avoid such paradoxical consequences,

one must choose a systems approach to analyze the COVID-19 crisis,

integrating all existing domains of knowledge into a common under-

standing of the crisis, in order to obtain a global vision, both in space

and time and at different possible observation scales, and thus giving a

chance to find the global optimum for human society as a whole.

We can thus see that there is another crisis, hidden within the

COVID-19 crisis, which is a crisis of models. The global community is

indeed focusing on short-term health-specific models to better mas-

ter the crisis, but these models are inadequate as soon as one wants to

address the crisis from a longer-term society-wide perspective which

requires systemic models.

In this matter, let us recall that a model is an abstraction (in the

meaning of abstract interpretation theory35) of reality, but not real-

ity itself, as expressed, for instance, by the famous assertion “A map

is not the territory it represents, but, if correct, it has a similar struc-

ture to the territory, which accounts for its usefulness,” popularized by

Korzybski36 or the well-known “All models are wrong, some are use-

ful” by Box.37 “Models” which are not actually reflecting reality within

some error bounds are in fact not models in that observational defini-

tion andmay even have negative impacts on reality since they will lead

towrong decisions or control actions. These negative impacts ofwrong

“models” can of course be amplified in the context of a systemic crisis

such as COVID-19.

Our point of view is clearly supported by an analysis of the 2020

scientific literature to date. A search of the keyword “COVID-19” on

Google Scholar38 in April 2020, revealed that, at this moment of time,

only 10 papers—ie., around 1%—of the first 900 most cited papers on
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COVID-19were not discussing primarily health issues (health covering

here biology, epidemiology, medicine, and health policy and manage-

ment), but rather focusing on the societal and economic consequences

of the crisis. Moreover, in terms of citations, most of these 10 papers

were poorly cited: two were cited around 20 times, three around

10 times, and the remaining ones less than 5 times, while the average

number of citations per paper was 15 in our sample. Only very few

health-oriented papers, such as Ref. 39, also discuss mixed strategies

involving economic or psychological considerations to fight the coro-

navirus. It seems therefore that the majority of the scientific effort is

focused on the short-term, without taking into account what might be

themid- and long-term societal consequences of the COVID-19 crisis.

One may also notice that there is probably another crisis ofmedical

models that can be observed due to the COVID-19 crisis. This other cri-

sis focuses around the merits of hydroxychloroquine and azithromycin

as a possible treatment of COVID-19, as proposed by Raoult and his

team.40 This has since then been shown to be a proposal whichwas not

supported by a rigorous methodological approach according to med-

ical methodologists.41 However, medical statistical methodology (see

Ref. 42 for an introduction to this domain) appears also to be question-

able from amodeling perspective: the frequency-basedmodels used in

methodological medicine usually cannot have probabilistic interpreta-

tions due to a lack of large series of experiments required to apply the

law of large numbers;43 hence such frequency-based models can only

find correlations between proposed medications and observe effects

on structurally limited series due to the high costs of clinical studies.44

But since correlation is not causation, it is just not possible, without

any understanding of the underlying biological mechanisms, to scien-

tifically deduce anything from such studies, as long as we agree on the

fact that science deals with causal explanations, which does however

not prevent using correlation-based results from a practical perspec-

tive as soon as they are established in a sound way.72 In this analysis,

the debate around the rigor of the pragmatic and agile approach fol-

lowed by Raoult may just be a new Popperian debate45 opposing differ-

ent medical methods for addressing an infectious health crisis, similar

to the debates that existed in physics around Aristotelian theory in the

16th century46 or aether theory in the 19th century.

To conclude this initial discussion on the crisis of models, we point

out that if the scenario that we highlighted in Figure 2 comes true,

we may also eventually be forced to deal with another crisis of mod-

els, namely, the crisis of mathematical models used in finance. These

other “models” are not necessarily models in the observational sense

that we are using in this paper since they suffer frommanywell-known

issues such as reflexivity,47 which refers to the fact that mathematical

financialmodels are essentially observing othermathematical financial

models, ormore deeply the lack of evidence for themarket equilibrium

hypothesis,48 which is at the heart of the probabilistic framework used

inmathematical finance, but which is in fact rarely observed in practice

(see, for instance, Ref. 48 or 49), especially in a financial crisis situation

where themarket is of coursehighly unbalancedandvolatile and there-

fore out of equilibrium, as pointed out by several researchers.

The COVID-19 crisis is thus forcing us to open our eyes and to look

for the “right” models to use for effectively managing human society.

One should use models that are effectively capturing the reality as it

is and not as we would like it to be, if we want to make nondominated

decisions in the face of a crisis of such magnitude and have a chance to

tackle it successfully.

2.2 Toward a systems model of the COVID-19
crisis

As stated above, there is a crucial need for constructing a realistic

observational system model of the COVID-19 crisis. We shall now

present themain ingredients of such a systemic model.

2.2.1 Ingredient 1: Constructing a systemic
framework for modeling the crisis

Taking a systems approach leads us naturally to construct first a sys-

temic framework for modeling the COVID-19 crisis. The first step

toward that objective is to understand what are the main systems10

involved in or impacted by the crisis. In that respect, the following ones

are quite obvious:

∙ the natural environment from which the coronavirus which initiated

the crisis is coming,

∙ the social system, which contains the population that is or can be

infected by the coronavirus,

∙ the health systemwhich attempts to cure the people infected by the

coronavirus,

∙ the governance systemwhich has to choose the optimal health policy

to face the pandemic,

∙ the economic system which may be indirectly impacted by the

COVID-19 crisis.

Note that the impact of the COVID-19 crisis on the economic sys-

tem depends of course on the health policy choosen by the governance

(political) system. If a health policy recommends or forces—as often

done5—a large fraction of its population to stay home, it causes a double

shock,31 first on the supply side since economic actorswhich are lacking

awork forcemust reduce their production and secondly on thedemand

side since people who are not working anymore are usually paid less or

not at all and thus are also consuming less.

We can now sketch the first item of our generic COVID-19

systemic framework which is the high-level environment10 that we

modeled in Figure 3. This first system view exposes the exchanges of

matter, people, information, and money—plus coronavirus here—that

exist between the main systems involved in the COVID-19 crisis. Note

that the overall system taken into account here, ie., human society as

a whole, including its natural environment, is a closed system on our

home planet Earth. As a consequence, the only levers to solve the crisis

are internal to this global system.

The static view of Figure 3 only shows the space in which the

COVID-19 crisis takes place. But this is not enough to model a
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F IGURE 3 High-level COVID-19 environment

system: we also need to consider its time evolution to get a complete

picture from both a spatial and temporal perspective.10 This leads us

to the second element of our general COVID-19 systemic framework

which deals with the lifecycle of our system of interest, human society,

where we depict its different states over time. In this matter, we now

need to understandwhat could be the possible future(s) of human soci-

ety after theCOVID-19 crisis, which leads us to think in terms of lifecy-

cle scenarios, since our future is by nature uncertain. Each such global

lifecycle scenario can typically be obtained—using an old technique that

goes back to the origins of distributed computing—through a synchro-

nized result50 of thedomain-specific lifecycle scenarios that aremodel-

ing the evolution of eachof themain systems involved in theCOVID-19

environment.

Using that technique, the point is thus to be able to construct

realistic domain-specific lifecycle scenarios for each system involved

in the COVID-19 environment. We first focus only on the social and

economic systems, since we are considering here the situation that

occurs after the end of the COVID-19 health crisis (see Figure 2). We

can then see that:

∙ The lifecycle of the social system can be analyzed to first order in

termsofwealth and health, where these features canbe, respectively,

derived from the economic system lifecycle and from a posthealth

crisis epidemic propagationmodel (see next subsection);

∙ The lifecycle of the economic system can be analyzed from an eco-

nomical perspective using classical impact analysis techniques (see,

for instance, Ref. 27 or 31).

In a systems approach, we will thus have to construct the different

possible global lifecycle scenarios that can be achieved in this way (see

Figure 4 for an illustration of this classical process), to evaluate their

probabilities and to define means to mitigate the worst consequences.

To obtain more detailed models, we shall moreover refine them in

terms of space, to capture the geographic dimension of human society,

and time, and to make optimal trade-off decisions between the short-

and long-term impact of the COVID-19 crisis. Note also that these

lifecycle scenarios are of course highly country-dependent due to the

central role of the governance system in the resolution of the COVID-

19 crisis, aswell as the susceptibility of thepopulationwhich is an initial

condition.

The last element of our COVID-19 systemic framework is finally

a mission statement,10 ie, the core high level requirement regarding

human society which expresses the objective that the governance sys-

tem wants to fulfill. One can indeed understand that the behavior of

our system of interest—human society—will be different depending

on whether one wants to minimize the impact of the COVID-19 crisis

on the social, health, or economic system or to find the best balance

between the impacts on these three systems. This is a multiobjective

optimization problem for which we provide a sample result below, and

that we intend to explore more in details in a forthcoming paper. It is

therefore of high importance—as system theory tells us (see Refs. 10,

14, or 16)—to be able to clearly define themission to achieve.

Taking a systems approach to the COVID-19 crisis requires instan-

tiating our systemic framework per country. Each country has its own

specificities, associated with its own history and culture, that onemust

consider in any systems approach: for instance, Chinese traditional

medicine and rigorous group behaviors are specific to China, while a

centralized governance system and poorly followed health rules are

specific to France, while a heterogeneous health system that favors

more affluent consumers and differentiated laws and policies by state

are specific to the United States of America.

2.2.2 Ingredient 2: Modeling the epidemic
propagation in a realistic way

Another ingredient of our systems approach consists in understand-

ing the dynamics of the human population when stressed by the coro-

navirus. The dynamics of all other systems involved in the COVID-

19 environment (see previous subsection) are indeed highly governed

by that dynamic: the spatial scope, duration time, and lethality of the

COVID-19 pandemic are of importance for the health system and the

economic system.Weshall therefore sketchout in this subsectionwhat

could be a realistic epidemiologic model of the COVID-19 crisis.

In this arena, epidemiology provides us first the so-called compart-

mentalmodels that all originated from the seminalwork ofKermack and

McKendrick51 that goes back to 1927. The main idea of these mod-

els is to decompose a population subject to an epidemic into a num-

ber of discrete compartments, such as, for instance, S (for susceptible

people), I (for infected people), R (for recovered people), and D (for

deceased people), and to model the propagation of an epidemic as a

continuousMarkovprocess controlledbyLotka-Volterra-like evolution

equations.52,53,22,54

Figure 5 shows a generic SIRD-type simulation with a human

population of 100 000 people. SIRD stands for "susceptible-infected-

recovered-dead", the four main compartments of the population. In

this model, it takes 20 days from patient 1 until the infection curve and

its geometric growth become macroscopically visible. By day 38, half

the population is infected, with the number of infected people peaking

on day 44. The first sharp rise in deaths appears with delay around day
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F IGURE 4 Illustration of a standard process for constructing a COVID-19 global lifecycle scenario

F IGURE 5 SIRD simulation with 10 average daily contacts, 2.5%
propagation probability, 14 days of disease duration, 4% lethality, and
no countermeasures

40. Finally, there is a long tail due to late infections requiring a total

of 112 days for the whole epidemic to run its course (EOP = end of

pandemic), after which about 4000 individuals will have died from the

disease.

These types of compartmental models have significant limitations

since they only consider the human population in a macroscopic way,

reacting globally in a uniform manner to an epidemic, which is not the

case in reality. Furthermore, in a classic SIRD model, eventually 100%

of the population is infected, which is never observed in practice. In

the COVID-19 pandemic, one can also observe clusters where the epi-

demic seems to recursively focus,5 which rather suggests a fractal epi-

demic propagation, as also mentioned in an older paper by Jansse et al

in 199955 which did not seem to have been further explored by the epi-

demiology community. Such fractal behavior is however not at all cap-

tured by the classical SIRD-like compartmental models. Note also that,

quite surprisingly, we did not find significant scientific papers study-

ing the geometric multiscale structure of the geography of the COVID-

19 pandemic, which also suggests that this dimension has not yet been

analyzed in depth.

In order to better integrate geography, which is one of the most

important features of the human population system, we choose a

TABLE 1 Example of nodes distribution in a Barabási-Albert social
network

Maximumdegree

Cumulative

proportion of

nodes

2 0.05

3 0.43

4 0.62

5 0.73

10 0.91

20 0.975

100 0.999

social-network approach to model the propagation of the epidemic

as, for instance, in Ref. 56. In such an approach, the human popula-

tion is modeled as a network, that is to say a nondirected graph,57

where each node of the network represents an individual or a group

of people, eg., a family, and each edge represents a connection between

people. For the purpose of our study, we used networks randomly gen-

erated according to the Barabási-Albert model,58 which is believed to

capture the most important features of real social networks. We shall

recall that the Barabási-Albert model generates networks by introduc-

ing nodes one by one (after an initial step). A degree d is chosen for each

new node, which is then connected to d other nodes chosen at random

from the nodes already in the network. To simulate a social network,

the average value of the degree d is usually chosen between 2 and 3.

The Barabási-Albert model produces randomized scale-free networks

in which most of the nodes have a low degree (below 10), but some

may have a very high degree. In order to understand how an epidemic

propagates in a populationmodeled in thisway, we used networkswith

100 000 nodes and an average degree d for new nodes of 2.1. With

these features, the degree of nodes in a social network is typically dis-

tributed as shown inTable 1. Potential “superspreaders” are individuals

with large degree>20.

To model the propagation of an epidemic in this network, we

discretized a classical SIRD-like model (see Refs. 52 and 54 and

Figure 5) which leads us to represent the evolution of the state of each
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F IGURE 6 Stochastic state automatonmodeling the possible
evolution of a node in the social network

node of the social network that models the human population by a

stochastic finite automatonwhose possible transitions are described in

Figure 6. Time is then discretized and all nodes evolve simultaneously

at each time step, which represents a calendar day, just like in cellular

automata.59

Transition probabilities were chosen as follows in order to be close

to the most structuring COVID-19 propagation parameters5: (a) the

incubation time is uniformly distributed between 10 and 20 days, (b)

the maximum sickness time is uniformly distributed between 20 and

30 days, (c) the proportion of infected people who get sick is about

20%, (d) the proportion of sick people who die is about 20% leading

to a net mortality rate of infected people of about 4%. At each step, a

healthynode canbe infectedbyoneof its infectedneighborswith a cer-

tain probability ρ. A node cannot be infected “spontaneously,” but only

through interactionwith its infected direct neighbors. On this basis, we

then performed Monte-Carlo simulations to study the possible evolu-

tions of our model. Each trial of the simulation consisted of starting

with a network in which all nodes are initially healthy, but one of them

is picked at random and infected (patient 1), then letting the network

evolve according to the above stochastic laws until it stabilizes. Note

that the computational experiments that we performed on this model

do not aim at fully representing “reality.” Further investigation may,

for instance, be done by considering other probabilistic distributions—

typically Gaussian—for incubation and sickness times. We, however,

think that our experiments can give us a better qualitative understand-

ing of epidemic propagation since we believe that this social-network

approach better captures the fundamentals of the social system, com-

pared to the simpler compartment-type models. It may thus be helpful

for constructing more realistic epidemic propagation models, even if it

would require a very significant amount of data collection and fine tun-

ing. Theuseof contact tracers inhealth systems is, for instance, a direct,

but laborious, way to reconstruct such social networks to quickly iden-

tify infected people and to isolate them before they infect others.60

Our first experiment consisted of simulating increasingly virulent

epidemics by assuming increasing values of the probability ρ of infect-
ing somebody (1000 trials were done per value of ρ). Our results are

described in Table 2. They showa remarkably interesting phenomenon:

for all values of the probability ρ, only a tiny fractionπ of the population
is eventually infected in most of the number ν of simulations (less than

1 of 1000 persons in more than 90% of the cases), or when a signifi-

cant proportion (greater than 1%) is infected, the fraction of infected

people π depends on ρ. In simpler terms, this can be stated as follows:

there are a lot of viruses circulating in the population, but only a few

of them give rise to epidemic outbreaks. The reasons for which a virus

gives rise to an epidemic outbreak are intrinsic to the virus itself, but

TABLE 2 Proportion π of the population that is infected, for
different values of the propagation probability ρ. The value ν shows
the number of simulations (out of 1000) that lead to a certain
population infection threshold

ρ π ν π ν

0.005 π< 0.1% 998 1.7%< π< 2% 2

0.010 π< 0.1% 983 21%< π< 23% 17

0.015 π< 0.1% 959 43%< π< 47% 41

0.020 π< 0.1% 945 58%< π< 62% 55

0.025 π< 0.1% 908 70%< π< 74% 92

TABLE 3 Lethality for different values of the reaction threshold τ
and numbers of days of confinement γ

τ ∖ γ 0 30 60 90 120 ∞
0.01% 2.10% 1.32% 1.13% 1.08% 1.02% 0.98%

0.05% 2.10% 1.42% 1.35% 1.36% 1.35% 1.35%

also dependent on external factors such as who is infected first, eg, a

personwith fewcontacts and lownodal degreeor a superspreaderwith

high nodal degree as shown in Table 1, and also the behavior of the pop-

ulation which impacts ρ. This may explain, at least to some extent, why

some countries or regions are more stricken than others, which sug-

gests again a fractal interpretation of the geographical scope of an epi-

demic, as alreadymentioned above.

The second experiment that we shall report on in this section aimed

at studying the effects of the deconfinement of a confined population

that has been ordered to shelter-in-place. We studied here different

proportions τ of the population that becomes sick before the epidemic

becomes observable (ie., roughly between day 10 and 20 in Figure 5)

and different values of the duration γ in terms of days of confinement.

We considered that there was a delay δ of 20 days before confinement

was put in place and took ρ = 0.015. We also simulated the efficiency

of the confinement by reducing the capacity of edges in the social net-

work to propagate the disease by a factor 1 − ε with 0 ≤ ε ≤ 1. This

factor represents the degree of adherence of the population to sani-

tary guidelines for social distancing, wearing face masks, and so forth.

At each step of the simulation, representing one day, an infected node

has thus probability ρ × (1 − ε) to infect an adjacent healthy node. In

our experiment, we took ε = 0.66 (= 2/3). We then reported the com-

putedvaluesof the resulting lethality inTable3.Weassumed that γ is as
large as necessary, which is clearly not realistic since confinement can-

not be maintained too long for both economic and psychological rea-

sons, but the results give the underlying trend. Eachmeasure reported

was obtained bymeans of aMonte-Carlo simulation of 2000 trials.

As expected, the longer the confinement, the fewer deaths. Note

however that, to be fully efficient, the confinementmust be rather long,

severalmonths (>90days) in our virtual experiment. Themost interest-

ing part of this experiment comes however from the observation of the

total duration of the epidemic outbreak. Table 4 shows these durations

for the same values of τ and γ as in Table 3.
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TABLE 4 Duration of the epidemic in days for different values of
the reaction threshold τ and the number of days of confinement γ

τ ∖ γ 0 30 60 90 120 ∞
0.01% 243 407 539 361 220 195

0.05% 243 322 247 192 189 188

If the confinement is sufficiently long, the lethality drops signifi-

cantly (in some cases below 1%), but also the total duration of the epi-

demic outbreak is shortened. If the confinement is not maintained suf-

ficiently long, it is still partially effective, in that it reduces the lethality,

but it has a quite paradoxical consequence: the epidemic outbreak lasts

longer than if no countermeasures were taken at all. A short confine-

ment does not prevent the disease from significantly propagating: it

just slows down the propagation and avoids the sharp peak of infected

shown inFigure5aroundday40,which seems tobe itsmainmotivation

in order not to overwhelm the capacity of the health care system. For

this reason, when the population is deconfined too early, the disease is

still present and remains endemic.

The above experiments do not pretend to fully represent reality,

but are just to motivate the use of social-network models for epidemic

modeling. As pointed out by Stattner and Vidot,56 “network models

turn out to be a more realistic approach than simple models like com-

partment or metapopulation models, since they are more suited to the

complexity of real relationships.” One of the limitations of existing net-

work models is, however, that they do not distinguish between recur-

ring social links with family members and coworkers and casual links

based on one-time encounters such as in public transportation or at

large events. They should therefore be further refined and integrated

into a model-based agile approach for crisis management, while taking

into account their limitations.

2.2.3 Ingredient 3: Understanding the economic
impact of the epidemic

In this section, we model the potential impact of the epidemic as a

functionof different actions of the governance systemon the economic

system (see Figure 3). In order to do sowemust expand the prior analy-

sis by not only considering lethality in terms of deaths (see Table 3), but

also the value of lost economic activity during confinement. Reverting

back to the simplified SIRD model in Figure 5 , but now accounting for

the fraction of population ε actually adhering to confinement during

a lockdown of duration γ, which is ordered with some delay δ after a
critical cumulative threshold τ of the population has become infected,

we run a set of simulations. The baseline run of the model shown in

Figure 5 is considered as scenario 0 with no countermeasures and it is

gradually modified using the one-factor-at-a-time (OFAT) technique to

test a number of actions by the governance system, including reducing

the delay δ to order a lockdown, increasing the level of rigor ε of the
confinement, as well as its duration γ . Table 5 shows the results of a

number of numerical experiments to probe these trade-off in terms

of the value of human lives lost, versus productive work lost in the

economic system. In order to estimate the economic impact of the

epidemic a number of assumptions weremade:

∙ The average value of a human life lost is $1 million. This is

a nominal assumption somewhere between the three years of

GDP/capita/year recommendationmade by theWHO for evaluating

medical interventions at the low end (this would be about $200 000

based on the $63 000 GDP per capita in the United States in 2018)

and the∼$8million value of a statistical human life used byU.S. gov-

ernment agencies such as the Federal Aviation Administration (FAA)

at the high end.

∙ The economic damage is the sumofwork hours lost by infected peo-

ple who cannot work during their illness, plus the value of work lost

by all susceptible plus recovered individuals during a potential lock-

down. For simplicity, we assume an hourly wage of $28 (U.S. average

in 2018) and that the population is completely unproductive during

a lockdown

∙ We do not account for the secondary impacts of prolonged shut-

downs, such as the failure of firms and permanent disappearance of

jobs (see long-term scenario in Figure 2)

By perturbing the model in a number of ways that reflects the large

range of policy responses we observe in different countries during the

COVID-19 pandemic, see Figure 1, we can generate vastly different

outcomes, not only in terms of mortality, but also in terms of total eco-

nomic damages.

In the baseline scenario 0, we do not take any countermeasures

and the bulk of the $4.38B total loss is due to the deaths of 4% of

the population. The $312M in lost work are due to the inability of the

infected and sick population to performworkduring their illness,which

is assumed to last for 14 days. This is the kind of situation we would

expect to see in a country with a government that is either unable or

unwilling to intervene in the crisis.

Scenarios 1-3 institute a partial lockdown (ε = 66%) after either 10

or 20 days delay after recognizing the onset of the epidemic and the

confinement lasts either 30 or 60 days. The results are not satisfactory,

since the total damages exceed the baseline case where no action is

taken. This outcome is due to the fact that one-third of the population

does not adhere to the confinement and continues to be infected, mak-

ing the disease endemic. A prolonged partial lockdown for 60 dayswith

only 66% effectiveness as shown in scenario 3 is the worst case and

leads to both a high number of deaths (about 4000) as well as high eco-

nomic damages totaling $6.1B due to the prolonged shutdown, which

ultimately is ineffective. This scenario is representative of the overall

situation in the United States in mid2020. In scenarios 4-7, we shorten

the reaction time to trigger the confinement after only five days (quick

government action) and we gradually increase the rigor of the con-

finement to 90% (strong government enforcement). It turns out that

these actions are highly effective, yielding a best-case scenario 7 with

only 66 deaths, a short epidemic duration of 61 days and only $740M

in damages, mainly due to the strict but short 30-day confinement in

which 90%of the population participates. This essentially prevents the

epidemic from blossoming and quickly snuffs out the disease. The
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TABLE 5 Scenario analysis with SIRDmodel for assessing total human and economic damages: n, number of daily contacts, ρ, probability of
infection, τ, fraction of population infected to trigger confinement, ε, fraction of population adhering to confinement, δ, delay to confinement start,
γ, confinement duration, t, duration of epidemic, total number of deaths, lost work inmillions $M, and total damages including lost human lives and
lost work in billions $B, N= 100,000 population size

Scenario

N= 105 n ρ % τ % ε δ days γ days T days
Total

deaths

Lost work

$M

Total

damages

$B

0 10 2.5 100 0 0 0 112 4060 312 4.38

1 10 2.5 0.01 0.66 20 30 179 4080 852 4.93

2 10 2.5 0.1 0.66 10 30 309 3989 950 4.95

3 10 1.5 0.05 0.66 20 60 286 3994 2106 6.1

4 10 2.5 0.05 0.8 5 30 334 3975 954 4.94

5 10 2.5 0.05 0.835 5 30 223 524 696 1.22

6 10 2.5 0.05 0.85 5 30 114 160 675 0.86

7 10 2.5 0.05 0.9 5 30 61 66 672 0.74

8 10 2.5 0.05 0.835 10 30 366 2904 858 3.76

9 10 2.5 0.05 0.835 15 30 312 3284 858 4.14

10 10 2.5 0.05 0.835 20 30 261 3505 806 4.31

11 5 2.5 0.05 0.835 20 30 88 190 674 0.86

12 5 1.25 10 0.835 20 30 201 1959 766 2.73

F IGURE 7 Simulation of epidemic for scenario 5with a 30 day
confinement (83.5% adherence) triggered after 5 days

trajectory for scenario 5 resulting in a lethality of only about 0.5%

is shown in Figure 7. This may reflect the situation in countries that

recognized the danger posed by COVID-19 early and took rapid and

strong action (eg., China).

In order to understand whether it is the rapid reaction time or the

rigorof the confinement that ismore important inminimizingeconomic

damages, wemaintain the duration (γ= 30 days) and a critical confine-

ment effectiveness (ε = 83.5%) while allowing for increasing delays δ
from5 to 20 days, reflecting increasing governmental hesitance in trig-

gering a lockdown. Unfortunately, scenarios 8-10 show that this is not

a recommended strategy leading to between 2900 and 3500 deaths

and total damages between $3.7 and $4.3B. The reason for this is that

while the confinement is rigorous, it starts too late and the epidemic is

already out of hand. Only between 500 and 1000 lives (0.5%-1%) can

be saved compared to the “do nothing” scenario. This situation is remi-

niscent of the evolution of COVID-19 in someEuropean countries such

as France, where a strict lockdown was instituted, but relatively late

after the virus had already propagated to a substantial fraction of the

population. Finally, scenarios 11 and 12 show how economic damages

can be limited, even when confinement is both late and short (δ = 20

days, γ = 30 days). In these two scenarios, the initial conditions are

different because either the population is sparsely populated (scenario

11)with only 5 insteadof 10 averagedaily contacts (eg., Canada), or the

population is already used to wearing face masks (scenario 12), hence

dropping the infection probability from 2.5% to 1.25% as may be the

case in some Asian countries such as Japan.

The economic analysis shows that the initial conditions, speed of

response, and rigor of response by the governance systemare crucial in

determining the outcome. Figures 8 and9, respectively, show the sharp

contrast between the ratio of human loss (deaths) and economic work

loss for scenarios 0 (do nothing) and scenario 5 (rapid and strong gov-

ernment response).

There is indeed a trade-off between deaths and lost work, as in sce-

nario 5 the economic loss due to lost work is $696M and it exceeds the

economic loss of scenario 0 of $312M. However, when looking at the

total losses including the value of human lives lost (valued at $1Meach),

scenario 5 only incurs 27.8% of the losses of the “do nothing” baseline.

In order for a government to justify scenario 0 over scenario 5 it would

have to implicitly value a human life lost at less than $108,600—only

about10%of thenominal value—which is themarginal difference in the
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F IGURE 8 (Left)- Economic losses in scenario 0 total $4.38B due
to 4% lethality

F IGURE 9 (Right) - Economic losses in scenario 5 total $1.22B
with a lethality of 0.5%

economic loss of work divided by the difference in lives lost due to the

epidemic. This may be the case in countries like Brazil (GDP per capita

of $8,921 in 2018) that have responded poorly to the pandemic. We

note that policymodels that rely onexplicitly stating aneconomic value

of human life to justify government actionwill always be contested and

controversial. However,without including such economicmodels in the

overall systemic model of society it is not possible to justify any policy,

whether interventionist or not.

3 TOWARD AN AGILE APPROACH OF THE
CRISIS

In the previous section, we identified a deep crisis of models that has

been exposed by the COVID-19 pandemic and proposed to mitigate

this issue by constructing a systemic model of the crisis. In this section,

we shall deal with some possible solutions to master the crisis using a

systems approach.

3.1 Stating the problem to solve

As is well known in any scientific discipline, the solution of a prob-

lem highly depends on the clarity and rigor of the way the problem is

framed.We will therefore dedicate this short section to the statement

of the problem that we need to solve in the context of the COVID-19

crisis.

A first characteristic of the COVID-19 crisis is its global impact on

human society. This crisis can thus be considered as a common cause

failure—in the meaning of system safety theory61—for all main sys-

tems forming human society. If we are taking a safety approach, the

first problem to solve is thus to mitigate the impacts of the crisis on

the vulnerable systems forming human society, that is to say the social,

health, and economic systems, as results from the system analysis of

Section 2.2.1.

A second characteristic of theCOVID-19 crisis comes from theneed

to take into account strong feedback delays. In this matter, a first type

of delay comes from the fact that it is most of the time too late for

deploying mitigation actions to limit the epidemic propagation when

significant numbers of infections are observed somewhere, since the

effects of these actions will only be observable two weeks later. This

was clearly shown in Table 5 in scenarios 8-10. Moreover, a second–

totally different type of delay comes from the fact that focusing on

short-term health impacts of the crisis may lead to long-term issues of

an economic nature,which forces to arbitrate between short- and long-

term consequences of a given action.

Finally, a last characteristic of the COVID-19 crisis is uncertainty.

Due to the global nature of the crisis and the rather short period of

time on which it is concentrated, uncertainty is everywhere. Clinical

data about the infection are permanently partial, so difficult to inter-

pret. Understanding of the real social system network structure is

never easy to capture. The exact nature and size of the impact on the

economic system are difficult to evaluate. Precise data on the capabil-

ities on which to rely may be tricky to obtain. Last, but not least, the

crisis also results in a massive, heterogeneous and often contradictory

amount of data in which the really interesting signals may be either

weak or hidden.

Synthesizing these three features of the crisis, the problem to solve

in our context can now be clearly stated: how to optimally mitigate the

short- and long-term consequences of the COVID-19 pandemic on human

society, taking into account delays and uncertainties that are specific to this

crisis?

One can notice that this statement is a typical control problem—

in the sense of control theory62—integrating here delay and uncer-

tainty, which can be addressed by many existing techniques (see

Refs. 63 and 64). Consequently, the objective should be to design a

new system that can support this controllability objective. Based on

the closed-loop control principle, which is the only one that allows

to achieve a given target behavior along the time axis,62 such a
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F IGURE 10 High-level COVID-19 environment integrating a
specific decision-aid system that has yet to be designed

COVID-19 decision-aid system (shown as the gray box at the top of

Figure 10) will have to measure the current state of the main systems

forming human society in order to provide effective feedback actions

on the social system through the governance system, the only legiti-

mate one tomake decisions and take control actions. Figure 10 depicts

how such a decision-aid system could be integrated into the high-level

COVID-19 environment.

3.2 A possible answer: An agile COVID-19
decision-aid system

There is at least one domain where making decisions under structural

uncertainties on an underlying geographic scope is quite well known

since a long time in human history, which is the military domain. Archi-

tecting a COVID-19 decision-aid system using the typical architectural

pattern of a Computerized, Command, Control, and Communications

(C4) system (see Ref. 65 or 66), used in the defense area, seems thus

quite a natural idea, as it is also quite often used in a system-of-systems

engineering context (see Ref. 18 or 19). This leads us to propose an

organization for a COVID-19 decision-aid system based on the follow-

ing three hierarchical layers, that correspond to three natural levels

of abstraction associated with a given geographic scope (that may be

either the international, country, and local levels or country, region, and

city levels in practice), exactly like C4 systems are organized:

1. The strategic layer is the place where global situational awareness

is required to master the crisis on a given large-scale geographic

scope: its mission is to monitor at a high level the crisis and to elab-

orate strategic decisions based on an overall vision, fed by tactical

information;

2. The operation layer is intended to master the crisis on a given

medium-scale geographic scope: it is thus a distributed system

which has to capture and synthesize tactical information and make

operational decisions on their basis in accordance with the upper

strategic decisions;

3. The tactical layer is intended to master the crisis on a local geo-

graphic scope: it is thus again a distributed systemwhich has to cap-

ture and synthetize field information andmake tactical decisions on

their basis in accordance with the upper operational decisions.

Note that this architecture shown in Figure 11 shall be under-

stood as a hierarchical enterprise architecture, which defines how

an organizational system, supported by suitable information systems

and systemic models as discussed previously, shall be organized and

behave.

The main idea underpinning it is the principle of subsidiarity: deci-

sions should be taken as close as possible to the level that is the most

appropriate for their resolution. This principle means in particular that

an upper level shall avoid to make decisions that are too intrusive at

a lower level in order to let each local level take always the more

appropriate actions depending on the real local conditions that it can

observe, while following at the same time global orientations when

locally relevant. This is crucial in the military sphere, but even more so

in the context of the COVID-19 crisis where speed of decision making

is fundamental due to the latency of the epidemic propagation as seen

in Section 2.

Note that one shall also capture weak signals of systemic impor-

tance at each level of the proposed architecture: to illustrate that point,

the fact that a police officer is infected in a certain area is, for instance,

a typical weak signal since we may infer from it that there is a certain

probability that the whole police force in the concerned area is or will

be infected, at least in the near future (since the number of daily con-

tacts or nodal degree of police officers may exceed n> 10, see Tables 1

and 5).

Proposing the previous hierarchical architectural pattern is, how-

ever, of course not enough to specify how a COVID-19 decision-aid

system shall work. In this matter, the first point is to organize the

systemic model that we sketched out in Section 2.2 according to the

hierarchy that we just presented and which is used to organize the

proposed decision-aid system. Hence, such a model shall not be mono-

lithic, but consist of a series of interrelated models describing human

society and epidemic propagation—using the society decomposition,

social network modeling, and economic parameters presented in the

last section—at each level of the geographic decomposition under-

lying the systems architecture layers of our COVID-19 decision-aid

system. These system models shall be complemented by key systemic

indicators, also structured according to the same hierarchy, which

will allow decision makers at each level to see at each moment what

is the current and possible short- , mid-, and long-term future state

of the different systems forming human society in their scope of

responsibility. Typical examples may be:

∙ Number of tested, infected, hospitalized, and dead people for the

human population;

∙ Number of hospitals, beds, and ventilators used by COVID-19

patients for the health system;
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F IGURE 11 Proposal of generic systems architecture layers for a COVID-19 decision-aid system

∙ Number of closed companies, furloughed workers, work hours lost

and decreased wage bills, filed un- or underemployment claims, for

the economic system.

Note that these system models do play a fundamental role due to

the latency of the COVID-19 crisis. They shall be used at each level of

the decision-aid architecture that we are proposing in order to guide

decisionmakers, by anticipating the consequences of thedecisions that

have to bemade on the key systemic indicators chosen to track the cri-

sis. Optimal control actions with delay techniques may of course also

be used here in order to find what could be the best mitigation strate-

gies, such as ordering thewearing ofmasks, social distancing, testing or

partial or total confinement, at each level (see Ref. 67 or 64). COVID-

19 is indeed a totally new phenomenon for which one does not usually

have a lot of similar past data: a realistic systems model, permanently

fed by field data and permanently recalibrated andmodified to capture

as accurately as possible the reality of the crisis, can therefore play an

important role to support the best possible decisions in the context of

a complex and fast changing crisis. Note also that a similar proposal—

at least in its core principle—was proposed by Zhang et al, but in the

context of a classic epidemic.60

Last, but not least, the COVID-19 decision-aid system that we

sketched here shall behave in an agile way, in the meaning of agility

in software or industrial development (see Refs. 68–70, 71 or 24). A

pending problem is to have a plan, do, check, and act process that can

quickly adapt to a quite fast-changing reality. Agility allows to solve

that issue by structuring in a very rigorous way the analysis, decision,

and action processes, while providing a lot of flexibility to all involved

actors, which are twomandatory features for addressing a complex cri-

sis like COVID-19. In practice, an agile COVID-19 decision-aid process

has typically to be organized around regular agile rituals—managed

at different time scales (for instance, daily and weekly) and levels of

synthesis—where the main scenarios, views, and indicators have to be

shared and challenged regularly at each level of the chosen decision-

aid architecture. The point here is to provide regularly a synthesis of

the current situation of the crisis to the relevant domain actors in order

to allow them to manage their missions with the best possible under-

standing of the situation and of the consequences of their actions.

4 CONCLUSIONS

In this paper, we draw attention to the core importance of having real-

istic system models to manage and to mitigate a systemic crisis of the

order of magnitude such as the COVID-19 crisis. We also sketched

out what could be an agile approach to use in this kind of crisis. Our

purpose was of course not to propose some definitive solution which

is probably impossible. We do, however, think that the ideas con-

tained in this paper are valuable contributions that may be of interest

in the context of the COVID-19 crisis, especially due to the fact the

underlying health crisis will probably be endemic for a certain period

of time (at least for 200-300 days according to most of our simula-

tion runs) and be coupled with future short- and mid-term economic

outcomes. While there are economic impacts due to strong mitigation

actions such as mandated confinements (causing lost economic activ-

ity), the value loss due to human deaths at an estimated lethality rate

of 4% would far exceed the economic losses. We have shown that this

depends strongly on the average valuation of a human life, which is in

itself a highly controversial issue.

There are of course many detailed aspects of the proposed COVID-

19 decision support system that require further detail and elabora-

tion. We focused on the issue of delay and rigor of action in the overall

epidemic control system in this paper. However, as we discover more

about the particular nature of this particular coronavirus, the issue of

observability of human society (testing) may for instance be an even

larger one.
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We would finally like to stress the fact that systems engineering has

an important role to play in the COVID-19 context since it can enable

the necessary collaboration of the various disciplines—such as biol-

ogy, economics, engineering, epidemiology, finance, geography, health

policy management, immunology, logistics, manufacturing, medicine,

safety, sociology, urban systems, and so forth—that are all providing a

piece of the complex puzzle posed by the global COVID-19 crisis.
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