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Abstract—Safety Instrumented Systems (SIS) act as important
safety barriers in industrial systems for preventing hazardous
accidents. It is therefore significant to study the reliability issues
of SIS. As a matter of fact, SIS have common behaviors such as
periodic test policies to discover dangerous undetected failures.
Modeling patterns capitalize the experience from modeling SIS.
By reusing modeling patterns, modeling mission can be simplified
when assessing reliability and availability of systems. Few studies
related to SIS have been conducted on patterns for reliability
assessment. This paper proposes a pattern-based methodology
for reliability assessment of SIS. To demonstrate the applicability,
the proposed methodology is applied on an emergency depres-
surization system provided in an ISO technical report (ISO/TR
12489). The comparison is performed between results obtained
using given modeling patterns and the ones from ISO/TR 12489.
It is shown that the pattern-based methodology can serve as an
effective tool for modeling SIS in a modular way.

I. INTRODUCTION

Safety Instrumented Systems (SIS) play an important role
in industrial plants for preventing hazardous accidents. These
systems are composed of sensors (e.g. pressure Sensors),
logic solvers (e.g. programmable logic controllers), and final
elements (e.g. isolation valves). Logic solvers translate sig-
nals transmitted from sensors into decisions made on final
elements. SIS have attracted a lot of attention from various in-
dustrial sectors. Associated standards are proposed in specific
industries, such as the process industry, the nuclear power in-
dustry, the machinery industry, the automotive systems, as well
as the railway systems. The main standard is IEC 61508 [1].
Sound performance of SIS is crucial for Equipments Under
Control (EUC). It is therefore significant to study the reliability
issues of SIS.

Reliability studies of SIS have been conducted tremendously
(see e.g. [2]-[5]). Many aspects related to SIS have been
investigated, including proof tests, k-out-of-n voting structures,
common cause failures, spurious failures, human and organi-
zational factors, uncertainty, and optimization issues.

Models and modeling experience are expected to be capi-
talized, otherwise, the modeling activity is hardly profitable.
Patterns can be utilized for reusing the stabilized knowledge.
Reliability studies can benefit from reusing modeling patterns.
However, few studies have been carried out on modeling
patterns for reliability assessment of SIS.
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The pattern was initially proposed in civil engineering [6].
The concept was adopted in software engineering subsequently
as the design pattern [7]. This one promotes design reuse,
conforms to a literary style, and defines a vocabulary for
discussing design [8].

A modeling pattern is a general means allowing to capture
the frequently recurrent component and subsystem behaviors
in industrial systems. Some researchers try to provide a
general framework of reusing patterns. The pattern based sys-
tem engineering was proposed [9], whose procedure includes
the pattern definition and the system development with pat-
terns [10]. The reuse of systems and subsystems is a common
practice in safety-critical systems engineering [11]. To reuse
system behaviors, we need to standardize the representation
of reusable components and figure out the way they exchange
information [12]. The whole point of a pattern is to reuse,
rather than to reinvent [8].

An advantage of high-level modeling languages, like AltaR-
ica [13], [14], is to reuse models of components or even sys-
tems [13]. The AltaRica modeling language is especially well
suited for safety analyses [13], [14]. The AltaRica language
is introduced in IEC 61508 as a technique for calculating the
probabilities of hardware failures in SIS [1]. The language is
also mentioned in ISO/TR 12489 [2].

To reuse modeling patterns, a methodology is the pre-
requisite when assessing reliabilities of SIS. Two benefits
are expected with such a particular procedure: first, one can
follow steps to analyze the reliability of a SIS via modeling
patterns; second, people can propose their own pattern-based
methodology in a similar way.

In this article, we develop a pattern-based methodology
for reliability assessment of SIS. We classify modeling pat-
terns into different categories. Proposed modeling patterns are
implemented with the AltaRica 3.0 modeling language. The
methodology is tested with a SIS in ISO/TR 12489.

The rest of this paper is organized as follows. Section II
reviews related works. Section III is dedicated to modeling
patterns extracted from SIS in ISO/TR 12489. Section IV de-
velops a pattern-based methodology for reliability assessment
of SIS. Section V studies an emergency depressurization sys-
tem to illustrate the application of the proposed methodology.
Finally, Section VI concludes this work.
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II. RELATED WORKS

Patterns have been discussed in reliability and safety do-
mains [15]. Patterns related to accident analyses are investi-
gated in traffic domain [16] and industrial plants [17], whereas
these studies employ statistical methods to discover patterns of
accident causes. The dependability pattern is proposed in [10].
It is defined as the description of a particular recurring depend-
ability problem that arises in specific contexts and presents a
well-proven generic scheme for its solution. Resilience design
patterns are raised to meet the demand of extreme-scale high-
performance computing systems [18].

From the modeling experience of several aircraft systems
using AltaRica Data-Flow language, Safety Architecture Pat-
terns (SAP) are proposed to simplify modeling missions [19].
SAP are component assemblies used to ensure the safety of
architectures [19]. The application of SAP can be found in
the avionics domain [19], [20]. Unlike their work [19], first,
we use the AltaRica 3.0 language, which has a different
mathematical foundation. The mathematical backgrounds of
AltaRica Data-Flow and AltaRica 3.0 are mode automata [21]
and guarded transition systems [22], separately. Second, we
propose patterns for modeling SIS aiming in process industry.
However, their work primarily locates in aviation industry.
Third, they mainly proposed the structured collection of re-
dundancy based architecture patterns. But we try to describe
behavioral, flow propagation, and coordination characteristics
of SIS with modeling patterns.

In a recent work [23], we propose the modeling patterns for
production-performance analyses. We apply proposed model-
ing patterns on a practical offshore installation. The two sets of
modeling patterns (in [23] and this article) share some patterns,
that is, CorrectiveMaintenance, SERIES, PARALLEL, and
KooN (k-out-of-n). However, most of patterns are different,
which include patterns for performance analyses of production
systems and patterns for reliability assessment of SIS.

Few studies related to patterns of SIS have been conducted.
Related works can be found in [2], [24], where the Reliability
Block Diagram (RBD) driven Petri Nets (PN) are proposed
for reliability analyses. The readability of PN is improved by
means of RBD.

III. MODELING PATTERNS

A Modeling Pattern (MP) is a general means allowing to
capture the frequently recurrent component and subsystem be-
haviors in process industry. Modeling patterns can be classified
according to their purpose, which reflects what a modeling
pattern works for. They can have either behavioral, flow prop-
agation, and coordination purpose. Behavioral Patterns (BP)
describe the basic behaviors of a component. For instance, the
repairable behavior is regarded as a basic character in SIS.
Flow Propagation Patterns (FPP) depict the flow propagations
inside or between components. Coordination Patterns (CP)
represent cooperations or synchronizations in a system, such
as repairable units and repair crews.

We choose SIS in ISO/TR 12489 as our running examples.
This is because these architectures are general enough to

cover most of safety systems [2]. In addition, these systems
are representative of most of reliability studies of safety
systems performed in petroleum, petrochemical, and natural
gas industries, as well as in other industries [2].

A. Behavioral Patterns

In this part, we introduce five BP, as shown in Figure 1,
which mainly capture shared component behaviors.

(MP1 ) CorrectiveMaintenance Pattern

state == WORKING state == FAILED
startRepair
state==
UNDER_REPAIR

(MP2) NonRepairable Pattern
failure
state == WORKING state == FAILED

(MP3) PeriodicTest Pattern

periodicTest

PeriodicTest == FALSE

PeriodicTest == TRUE

completeTest

(MP4) staggeredPeriodicTest Pattern

startStaggeredTest completeTest

e Ve

PeriodicTest == PeriodicTest == PeriodicTest ==
FALSE TRUE FALSE
StartStaggeredTest == StartStaggeredTest == StartStaggeredTest ==
FALSE TRUE TRUE

(MP5) RevealUndetectedFailure Pattern

failureDN
A

PeriodicTest == TRUE?
DU2DD

WORK

endRepair
A

[ state == UNDER_REPAIR ] [ state == FAILED ]

wnl{epair

periodicTest
PeriodicTest ==
FALSE

TEST

PeriodicTest ==
TRUE

state !=DU ?
completeTest

Fig. 1. Behavioral Patterns.

(1) CorrectiveMaintenance pattern (Figure 1, MP1):
it models components which can be repaired after failure. The
component is initially working (state == OK). Once a failure
occurs, the component falls into FAILED state. When the
corrective maintenance team is available, the component state
becomes UNDER_REPAIR. Finally, the component returns to
the initial state once the repair operation is finished. This
pattern is used to model Dangerous Detected (DD) failures.
DD failures are detected a short time after their occurrence by
automatic diagnostic testing [3].
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(2) NonRepairable pattern (Figure 1, MP2): it mod-
els components which cannot be repaired after failure. The
component is initially in OK state. Once a failure occurs, the
component becomes FAILED. In SIS, Dangerous Undetected
(DU) failures are preventing activation on demand and can be
revealed only by periodic tests (i.e., proof tests) [3]. Part of
DU failures cannot be covered by imperfect periodic tests (i.e.,
the proof test coverage < 100%), such uncovered DU failures
can be modeled using this pattern. The rest part of DU failures
are covered by periodic tests, which are modeled by means of
the following pattern.

(3) PeriodicTest pattern (Figure 1, MP3): it models the
periodic test which can detect DU failures. Periodic tests are
conducted at predefined intervals and durations.

(4) StaggeredPeriodicTest pattern (Figure 1, MP4):
it models the staggered periodic test, which is thought to
allow obtaining higher availability than simultaneous tests.
Compared with a reference periodic test, the duration of the
first test interval in the staggered periodic test is different
from the duration of following test intervals. Initially, the
startStaggeredTest is triggered. Subsequently, the rest of the
pattern architecture becomes similar to the PeriodicTest
pattern.

(5) RevealUndetectedFailure pattern (Figure 1,
MPS5): it models the process to detect DU failures and is based
on the CorrectiveMaintenance and PeriodicTest
patterns. Three issues of this pattern deserve to be underlined:
first, DU failures can only be discovered once the PeriodicTest
is true; second, the periodic test can be completed only after
DU failures are detected; third, revealed DU failure works
following the CorrectiveMaintenance pattern.

B. Flow Propagation Patterns

Flow Propagation Patterns (FPP) depict flow propagations
inside and between components. In the following, we illustrate
five FPP, as shown in Figure 2.

(6) SERIES pattern (Figure 2, MP6) describes the series
structure, which models series connection of several basic
patterns. The average unavailability of the SERIES pattern
Usgrigs is:

Useries = 1 — (1 — @) (1 — @2) -+ (1 — @) (D

where w4y, U9, ---, U, are average unavailabilities of com-
ponents Cq, Co, ---, C,, respectively.

(7) PARALLEL pattern (Figure 2, MP7) depicts the par-
allel structures. It models the parallel connection of sev-
eral SERIES patterns. The average unavailability of the
PARALLEL pattern UpararigL is:

UPARALLEL = U1z - - - Un, 2

where @y, U9, ---, U, are average unavailabilities of com-
ponents Cq, Co, ---, C,, respectively.

(8) KooN (k-out-of-n: G) pattern (Figure 2, MP8) describes
the structure which works when at least k& of the total number

(MP6 ) SERIES Pattern

Sy Ny

(MP7) PARALLEL Pattern

(MP9 ) SwitchKooN Pattern
A dangerous failure occurs

(K-1)-out-of-(N-1)

Dangerous failure is repaired

(MP10) SsequentialWork Pattern

Subsystem i subSystemState == 1

(Working state)

systemFailure

startDemand? initialStart

subSystemState == 0
(Initial state: out-work) K
[

1
1
I

subSystemState ==
(Failed state)

Subsystem i+1

' Sub system i-1 \
startDemand |

=~ N P

S~<___ | Failed Seo Initial |
| state state

Fig. 2. Flow Propagation Patterns.

n of items must be functioning. The average unavailability of
the KooN pattern Ukoon 1S:

7 n —\L —n—T
Ukoon =1 ;c (x>(1 )" 3)
where components in KooN are usually identical, and u is
the average unavailability of each component. Some typical
configurations of KooN structure are lool (i.e. single item),
1002, 2002, and 2003 [1].
(9) SwitchKooN pattern (Figure 2, MP9) depicts the
behavior of switching a KooN structure into (K-1)-out-of-
(N-1) structure when a DD or DU failure occurs. Once the
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failure is repaired, the structure is normally restored to KooN
structure.

The switched configuration, (K-1)-out-of-(N-1), can in-
crease the system availability. If there is no such a switch, the
structure is supposed to work as a K-out-of-(N-1) structure
after a failure. According to Equation (3),

Uk-1y-out-of-N-1) — Uk-out-of-N-1) = — (Z _ i) 1-a)a"*

- - C))

where  Uwk-iy-outot-N-1) and Uk ourof-(n-1) are the unavail-

abilities of (K-1)-out-of-(N-1) and K-out-of-(N-1) structures,
respectively.

Since —(Zj)(l - ﬂ)kilﬂ”_k is a negative number,
U(K—l)-out-of-(N»l) < UK.out_of_(N_l). That is, the availability of
the (K-1)-out-of-(N-1) structure increases after switch, when
compared with the K-out-of-(N-1) structure.

Typically, if a dangerous failure (DD or DU) occurs in a
2003 structure, the logic solver changes the policy from 2003
to loo2.

(10) SequentialWork pattern (Figure 2, MP10) depicts
the multiple SIS which work in a sequential order.The failed
state of the previous subsystem ¢ — 1 triggers the successive
subsystem ¢. This one is initially out of work (subSystemState
== 0). If the trigger action (startDemand) from subsystem 7 —1
is perfect, the subsystem ¢ becomes working (subSystemState
== 1). If the subsystem i fails (subSystemState == 2), it can
trigger the working of subsystem 7+ 1. Note that if the trigger
action is perfect, SequentialWork is equivalent to the
PARALLEL pattern.

C. Coordination Patterns

Coordination Patterns (CP) represent cooperations or syn-
chronizations in a system.

(11) Repairable unit/Repair crew Coordina-
tion pattern (Figure 3): it models limited repair crews in
SIS. The working state of the repair crew (RepairCrewWork)
is FALSE initially. If the number of busy repair crews (num-
berBusyCrew) is smaller than the total number of repair crews
(totalNumberCrew) and a repair is required by a repairable
unit, the repair is started. Simultaneously, 1 is added to num-
berBusyCrew. Adversely, 1 is decreased to numberBusyCrew
when a repair is completed.

numberBusyCrew < totalNumberCrew ?
startRepair
numberBusyCrew := numberBusyCrew + 1|

RepairCrewWork == RepairCrewWork ==
FALSE TRUE

numberBusyCrew >0 ?
endRepair
numberBusyCrew = numberBusyCrew - 1|

Fig. 3. Modeling pattern (MP11): Repairable unit/ Repair crew
Coordination.
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IV. PROPOSED METHODOLOGY

Figure 4 describes the methodology to model SIS using
modeling patterns. This methodology is composed of four
steps: classification, pattern-based model, AltaRica 3.0 model,
and experimental results. We take typical application (TA)
1-1 in ISO/TR 12489 [2] as an example to illustrate this
methodology. As a basic architecture of SIS, TA 1-1 is formed
by a pressure sensor, a logic solver, and an isolation valve
working in series.

Target
system

Modeling
patterns

Classification

(1)

Pattern-based
model

(2)

AltaRica 3.0
model

(3)

Experimental
results

(4)

Fig. 4. Pattern-based methodology for reliability assessment of safety
instrumented systems.

(1) Classification: In this step, we identify units to be
modeled and recognize corresponding modeling patterns. The
target system is initially decomposed into components and
subsystems. We identify modeling patterns that are required
to construct these components and subsystems.

Two components are modeled in TA 1-1, where the pro-
tected system is shut down during periodic tests and repairs.
Thus the activities related to the maintenance/repair are neg-
ligible when calculating the system unavailability. Since the
system unavailability of TA 1-1 is only generated by DU
failures, thus the logical solver (which only has DD failures)
has not been considered. The pressure sensor and isolation
valve are modeled by the RevealUndetectedFailure
pattern. These two components work in series, thus SERIES
pattern is used as well.

-
( \
! i
| RevealUndetectedFailure RevealUndetectedFailure | |
! (MP5) (MP5) !
N /

Fig. 5. Pattern-based model of the typical application 1-1 in ISO/TR 12489.

(2) Pattern-based model: Based on classification results, a
pattern-based model can be obtained. This model is illustrated
with the form of schematic diagrams. That is, we use such
diagrams to exhibit classification results. The pattern-based
model of TA 1-1 is shown in Figure 5. The pattern-based
model is prepared for constructing the concrete model with a
modeling language.



(3) AltaRica 3.0 model: AltaRica 3.0 modeling language is
employed to model safety instrumented systems. The pattern-
based model can be implemented with AltaRica 3.0.

(4) Experimental results: The obtained AltaRica 3.0 model
is firstly translated and flattened into a GTS (Guarded Transi-
tion Systems) model. Subsequently, experimental results are
acquired by analyzing the GTS model with the stochastic
simulator [25], [26].

V. CASE STUDY

In order to validate the solidity of the proposed approach, we
have modeled all SIS (13 systems with different architectures
and assumptions) in ISO/TR 12489 with the proposed method-
ology and modeling patterns. The results applying proposed
approach agree rather well with those from ISO/TR 12489.
Because of the limited length of the paper, we consider an
Emergency DePressurization (EDP) system (Figure 6) of a
hydrocracking unit in ISO/TR 12489 as a case study.

Reactor
sv2

_/

Fig. 6. An emergency depressurization (EDP) system [2].

The EDP system is composed of two groups of temperature
sensors (Sla, S1b, and Slc; S2a, S2b, and S2c) organized in
2003, one Logic Solver (LS) and two corresponding isolation
Valve (V1 and V2) in parallel and piloted by two corre-
sponding Solenoid Valves (SV1 and SV2). This safety system
aims to quickly depressurize the reactor when the temperature
increases and reaches a predetermined threshold, thus to avoid
a runaway of the exothermic chemical reaction.

The assumptions used for the EDP system are:

o DD and DU failures of a given component are indepen-
dent.

o Constant failure rates are assumed.

o Components are as good as new after repairs.

« Periodic tests are performed when the reactor is stopped.

o Installation is paused during repair of DU failures.

« Installation is shut down during periodic tests and repair
of the logic solver.

« Failures that are not covered by periodic tests will not be
detected and repaired.

o The 2003 logic of a group of sensors is switched to 1002
in case of one dangerous detected failure in the group.

In the following, we illustrate how to assess the reliability of
the EDP system when applying the pattern-based methodology
in Figure 4.

(1) Classification: We identify the modeling patterns match-
ing components and subsystems in EDP system. Modeling
patterns classification for EDP system is provided in Table I.

TABLE I
MODELING PATTERNS CLASSIFICATION FOR EDP SYSTEM.

Components/Subsystems Modeling patterns

e Sla, SIb, Slc, S2a, S2b, S2¢ MPI, MP2, MP5
e {Sla, Sib, Sic}.{S2a, S2b, S2c}  MP§, MP9

o {S1, 82} MP7

e LS, SVI, VI, SV2, V2 MP2, MP5

e {SVI, VI}.{SV2, V2} MP6

We employ a 2003 structure (Sla, S1b, and Slc) as an
example to elaborate the results. Since DD and DU failures
of a component are assumed to be independent in EDP
system, the DD failure of a component (e.g., Sla) can be
modeled using CorrectiveMaintenance pattern (MP1).
Since the uncovered DU failure cannot be repaired, it is
constructed with the NonRepairable pattern (MP2). The
covered DU failure by periodic tests is considered with the
RevealUndetectedFailure pattern (MP5). The sub-
system composed by these three components, {Sla, Slb,
Slc}, can be modeled by both KooN pattern (MP8) and
SwitchKooN pattern (MP9). The two groups of 2003 struc-
tures, {S1, S2}, in the EDP system can be modeled with
PARALLEL pattern (MP7). Note that S1 and S2 stand for
the 2003 subsystems. The rest of classification results can be
interpreted in the similar way.

(2) Pattern-based model. On the basis of results in Table I,
we establish the pattern-based model of EDP system, as it is
shown in Figure 7. Associated modeling patterns are assigned
for each component/subsystem in the diagram. The pattern-
based model simplifies the task of constructing the AltaRica
3.0 model.

LS

T® MP2, MP5

,,,,,,,,,,,,,,,,,,

Fig. 7. Pattern-based model of the EDP system.
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(3) AltaRica 3.0 model: In this step, we translate the pattern-
based model of the EDP system into the corresponding AltaR-
ica 3.0 model. Modeling patterns are firstly presented in the
AltaRica environment. Subsequently, the AltaRica 3.0 model
of the EDP system is constructed with identified modeling
patterns.

(4) Experimental results: The mission time (length of his-
tories) of this simulation experiment is 131,400 h (15 years).
The number of the Monte Carlo simulations (number of
histories) is 10°. The results comparison can be found in
Table II. The AltaRica 3.0 (Stochastic simulator) and ISO/TR
12489 (Fault tree) give almost the same results, where the
percentage difference is 1.14%.

TABLE I
EXPERIMENTAL RESULTS OF THE EDP SYSTEM.

Approaches Average unavailability
Fault tree [2] 3.50E-4
AltaRica 3.0  3.46E-4

VI. CONCLUSION

This paper has presented a pattern-based methodology for
reliability assessment of Safety Instrumented Systems (SIS).
First, based on a series of SIS provided in ISO/TR 12489,
a set of modeling patterns is proposed. Modeling patterns
are categorized into behavioral patterns, flow propagation
patterns, and coordination patterns. Second, a pattern-based
methodology is put forward and illustrated with a simplified
SIS. Eventually, the proposed methodology is tested with a
complex SIS in ISO/TR 12489. The corresponding AltaRica
model has been developed to assess the system reliability.
The result obtained from AltaRica model using modeling
patterns is in good agreement with that from ISO/TR 12489.
It is concluded that the proposed methodology is capable of
constructing targeted systems in a modular way.

Raised modeling patterns are based on a limited set of
SIS. Even if they are declared to cover most of reliability
studies [2], these patterns can be improved with new system
behaviors. The current paper is restricted to study SIS and
EUC (Equipments Under Control) separately. Further research
may consider EUC as an integral part of SIS. New modeling
patterns are therefore expected with such integrations.
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